A proposal for Security Architecture for Grid Services by Amroush, Fadi & Bouchi, Amer
1st International Engineering Sciences Conference IESC’08 
2-4 November 2008 
 
1st International Engineering Sciences Conference IESC’08 
 
1
  ح       ح           ء          ء                  ت         ا       ت         ا    G Gr ri id d    
A A   p pr ro op po os sa al l   f fo or r   S Se ec cu ur ri it ty y   A Ar rc ch hi it te ec ct tu ur re e   f fo or r   G Gr ri id d   S Se er rv vi ic ce es s    
   
Fadi Amroush 1, Amer Bouchi 1 
1 Faculty of electrical engineering, Dpt of Computer Engineering, Aleppo University 
{Fadyamr@yahoo.com | Amer.Boushi@caramail.com} 
           
   
    ا          ا          A Ab bs st tr ra ac ct t              
  م           ا      ا      ا   إ      آ       ا   
        ت              ا  ت        ء     OGSA   
) Open Grid Services Architecture  (      ،
م             ا      ا       ا                    
       ،        ا ،           ا ت    او جذ    ا ف   
      ،   ت  آ  و             ،   ت     ا ،    ت      ا
      ا  ت      ا              عا  أ            ز  ا
م        .   
       جذ      ا          ا              ا          ا     ه ف     
 ة         ا و               ا ت                                      ا
Web  Services                   او                    ا
   ت      OGSA  و ،                         ة      ا ت       ا    ه
             ت                         د      ا ا  ه ح     ،   ا
GRID            ا                   د    و          و       
       ،       ا         ا ئد     ا                    ة       او
               ةد      ا       ا ت       ا        ا ل    ا      
         GRID     ت               إ ت         ا      ه         و  
               جذ                    ه      ا م        ذ      ،      
       ا GRID        ت        او ت       ا ف       او
         ز  ا      ا GRID  .   
1  .       :   
                         أ  ن     ا   ا          ا ةرو    
           ا تا     ا     هو ت     ا ل           و
               أوأ           آأ             وأ              ا                         
)  ا ، آ  ، آ     (......        ا   اوأ   ا     ا     ه دو    و،
           ا ل      ت      او    ا               ا
             ا      ه                 او )  آ      ا  .(        ه      و
       ب      أ ك     ه،    ح               ا ل       او ء       ا
      إ ى  أ ن   ا   ا   ة        آأ        :   
·    تاءا   او      ا ف    ا د      ز  ا .   
·               ا تاءا   ا    ت      ا        
     ا .  
·    ءا         ا     ا       إ      فا ه ا   ه
ً      وأ ُ   رادإ ن آأ .  
·                 آ  ت   و   و  راودأ  ف   
     ا           آ   ا        ا ت       .  
·    اذإ          ا  ل    ا              ة      ا  م   
ف    ث     ل         .  
·    ر    او    ه          او    ر     ء   إ
     ا              ا .  
 ف       او  ن  أ    أو    ا    د  و  نإ
      آ   اوأ      ا     ا   آ ءا             
  آ رودو        و            او       و    او
       ا                     او )      لو    ا    
؟اذ   ( ا             و،   آ    ت      او   ا   
 م   أ             ا .   
1.1               ا :Grid  
                   ا        ا ر        و             ا       ر    
           ا GRID ،    ت     آ     ا               ا ت      
و  ت     ا و             ا    ا تاود ا GRID ،   و     ا
                    ا         و          ء                  ا                
 ت                            يأ      زا          ا   ا        
virtual Organization (VO)  .   
                                ا    ا                          ا ف                                            
virtual    Organization (VO)                         
أ   د   ا  آ   ا و        درا    ا      كر         ا        ا
و  ت           ا و              ا   ا                                    ا
و              ا ت       ا  آر        ، و       آذ    آ [ANA]   
       "                 ا  آر    ا      GRID    و       ا
           اد                  و        ل                   ا
   ا           ا ،   ت       ا ،     ت       ا ،   و    درا    ا
 ى   ا و              ت              او ل              ا
     و           آ    ا  collaborative problem-
solving   و    درا    ا     و ت     ا   ا resource-
brokering         strategies   و                      ا
                 ا ت              ا                        او و                 ا
و          ا ".   آر         Sharing           رو          ،  
     درا    ا يدو       ا                و           ا و        ا
         او        ف      و         و           ه                 د1st International Engineering Sciences Conference IESC’08 
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ا       ا  آر         ا در ،   و ه              آر           ح         ا
و  طو    ه   و ةد     ا  آر    ا د    .   
         ت        ا        ا       ج       ق      ا ا   ه      
    او     أ             ء   أ        ا و           ء   أ
        ا ت      ا     ت    ا و               ا    ا
ءا     .                   ه                ا ت        ا                ل
GRID                  د     ا ةرادإ                          أ             
credentials   و        ت       ا ز                 ت      ا
ت      ة   ،          درا    ا ةرادإ ت   آ  و            
و              ا       ا ل     ا          ا ت     ا secure 
remote  access    درا         و             ا ت          ا
ب      ،   و را   ة         ةد  ا     د ،      ت   آ  و  
 ت         ا      ر        ا information  query 
protocols   و                  ا م               ا ت         ا و            
   درا         ا ل                     ا ت             ا و  ت            ا
و  ت           ا .    ت            ا ةرادا ت           data 
management  services             م           ا و      و
   او       ا     أ     ت      ا   ا   ت      .   
 ت     ا    ه           م   ا  م     ا       
 يأ    ا   ا service virtualization ،          آ  
 ل      ا جذ    ا OSGA      و              
      ا  ت     WDSL           ت                
    ا  ا IDLs   .  [PSY]  
   ا    ة     ا ت      ا   ه        ،    ا ه ح    
      د     ا  ت                GRID           
        و و      ا             د     و  ة      ا     
     ا       ا ئد    ا           ،    ل    ا      
            ةد     ا       ا  ت      ا        ا GRID  
و        ت         إ ت      ا   ه       ،      ذ    
 ا جذ                 ه     ا م           GRID  
و   ت      ا  ف        ا و    ز  ا       ا  ت       ا
       GRID  .   
2.1   ه        ؟ت       ا   أ   
 ت       ا      أ    أ  ت       تد  
 ة     ا ت     ا         ا    ا    آ   ت     او
        ":  ل  و      ة     ا تاءا   او        ا
        ص   أ  ي  أ    إ  ت       ا            
ت     ا   ه    و     أ ن    و ت     ا ."   
 ت     ا       ةد    ا  ت      ا       
COMSEC    ه  ءا  أ     رأ   :       ا    أ      
Crypto  security       ا    أ  ، Transmission 
Security   ع    ا    أ  ، Emission  Security  
         ا    او Physical Security  .   ّ       آ
   ع      ن               ت     ا   أ     
    ا ا ه  :      ا         او      ا .   
2  .               ا ت      GRID  :   
        ا      ا      ا ت      ا      نأ     
       GRID     ت                إ   :   ه    و ا
         ةد     ا       ا            ا و  ت      ا
         ا و    ا    ا   ا  ه     و      ت      ا لد   
         ا         ا  ت         ) J2EE 
servers ، .NET servers ، Linux systems  (    أ
   ا        ا      و      ا ت      ه ة    ا Trust  
       ا    ا        ا ت          .      ا      1  
 ت         ث   ا  ت       ا            ت     ا
     ا .   
1.2           ا ي        Integration :   
       ب     و       ا   ،           نأ       نأ  
              ة  او     أ       و                  
  ت     Grid         ا  ت      ا                  
و         ،       ا ت      آ                     
                             ا        ا              
و  ه    ،      ت         ق        ل    ا        
Grid                     ا    ا   ا            
و   سر                   ا  ء   أ        LDAP  
    ،   و      آر                ن       سر    ا   ه
  ت      و   ،ى  أ  ت      و  ت      نإ  م        
      ا ت     ا          ا      ا   و          ه    ا
و  ماو  ا        ا    ا              .  ق        اذإ
Domain         ا                   ا        ا       
authorization   و           ا و    و   آأ           .   
             ا      ه         GRID    نأ
    ذ           ا     ا      ا              ا      
             ا  ةد     ا  ت     ا و         ا  ت    
        ا و            نأ            ا نأ      ا ه
 ت   أ           ةد     ا      ا      ا      ا   
Kerberos ، PKI);   ( و         أ              
 ث    نأ         ا ة     ا      ا ت     ا و  ا  ه
د     ا      ا ت     ا       أ        ً       ة .   
2.2    د    ا ي          Interoperability :   
ه       ا  ت      ا  ى  إ       ا  ت     ا  نأ
        و  ةد           ا ت    و  ت      ة   ز    
      ا                     نأ  ج     و         ا  ه
    د    ا ي          interoperability    ة      
ت       :   
·    ل آ  و   ا ى     col level proto   :    ج    
   ا   ا       ا          ت     و        ا    
         ا  ت      ا      و    ذ        نأ      
 ما       SOAP/HTTP        .  1st International Engineering Sciences Conference IESC’08 
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·         ا ى        policy level   :    نأ    
      آ ف                     د    ا     
         ا      ا        و                 
      ا          م    ا            ا و    ذ      
      ا  ت     ا و        ا و           ا  ت    
       ا م    ا .   
·          ا  ى       identity  level   :    ج    
 م             ة   ت     و  ق             
      و           ا  ت                   ذ     
       ا ت      ا ،   و   ا     آ   ا              
      ا       ن           ت        ة       
ت       ا   group-based   أ و   ا   ا       
role-based   أ و تا    ا   attribute-based  ،
و             ا           نأ     ا    ن    
      آر     ا ت      ا ل   .   
3.2 3.2       ا      ي        Trust Relationship :        
 ت          نأ      Grid       ،ة     ت    
و       ا  ت      ء            ا    Trust       ه     
  ،ت      ا و  ل    ا  ن    نأ      ا  ت           
 ،    ل    ا د      ا ت      ا     ت            
و                            ا  ت      ء          
      ا ) VPN.. (  ،    أ             ت           نإ
                 ت                 ا       ا      
     ا    ا VO   و        ت     ا ،   و       نأ      
     أ  ت              نأ               ا  ت      ا
و                          ت      و              ا  ه
       ا      ا      ا             ا   ا .   
     ا                 Trust      آ        ة 
        د  ت            ا    إ       ا  ز         ،  
 ت     ا ةارد          ،م      ا              
ة     ا   transient services            ا م       
 ةد    م           ة     ت                     ا
      ،    ت      ا          م    د  و           
Data  Mining                   نأ       ،ل    ا  
   ا   ة      ة     ت     ء   إ و  جا        ذ
 ة     ا ت      ا   ا      ت       ا و            
  ت       ا .  ت              ا  ت      ا      
       ة     ا م      ا :   
·   Identity  and  authorization   :      
                 ا و                  ا        ا
ا     و ة     ا ت      .   
·   Policy  enforcement :                
        م          ن             د ت     
           ل    ا          د             ا
  ت       ا       ل    ا Access   و   ه    
 ثا   ا Action     ا    ه           .   
·   Delegation :    ر   ا    أ        ا     
     ا         ا     ا           ة     ا ت
 ز    ا         ا لا        نأ ت     ا    
        ،   درا    ة     ل    ا  ج    و ،       
     ا      ا              ل    ا ج    
  ،درا   ا        ل                 و    ا ه
    ا   ا         ا .    ت      ا             











     ا 1   –   ث   ا ت      ا ل             ا        
  
3  .         أ       ت       Grid    :   
 ،ث   ا       ا  ت      ا         ا  نأ     
       ا          ز  ا ت       ا         م    
      Grid    .  ب ص   ا    ا جذ    ف    نأ    
OGSA   د    ا ئ        ا         ا :   
1.3         ا         ا Authentication  :   
 م      ا م      ا    ه                     
      ت      Grid   و  ت             ا ت     ع    
          ا    آ     ودر ه ت       إ          د  
أ      ا     و      ا .   
2.3           ا Delegation    :   
   م    ا         نأ             ا  ت        
و  ق    ا     rights    ،ت       ت     ا    و       
                ا    نا             ا           
authority     ،       ا        و    ذ نأ  آ   ا      
         ، ه    نود ةد    م               ا
  ق     تاذو  د           ةد     ن     ن  و  ل   
د    .   
3.3       ل  د   د Logon    ٍ Single    :   
       ا           ا       نأ      و    إ  ،      ا
    در   ي  د    ل  د        م    نأ        
       إ  م                             ت       ا1st International Engineering Sciences Conference IESC’08 
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    در       او  ن                آأ ،   أ و       ح    ا
        ا       ا     .   
4.3     د     ا ة    ة    Credential   و  ه      :    
    و  هز   إ ب     ا      ا ق         ةد  
             ا       ا ة  ا    ل  أ ،      ه   و
           ةر   ا       نا م      ا     ت    ا
        م               ةد    ا      ا ء    ا       ذ
خ          ا ء   إ                   ا .   
5.3          ا Authorization    :   
         ت       ء          و       
Authorization   و  ق    ا       ت               
 ،      طو                   ل      و      
                     ق    ة           ا       
 ل               Access control .   
6.3           ا Privacy    :    
  ت     ا  يدو           نا       و        
ا       ا         ا            ء        أ  ت     
      و ه                        ا ت       ا   ه    
       ا                  ع   ا       و   ه    
    ظ     ا        ا ت       ا .   
7.3        ا   Confidentiality   :   
         ا                   و            ا
     ا      ى     و ت       ذ         ت      ا    
ى            .   
8.3          ا       Message Integrity    :    
 نود       ا           نأ       ا            
                  ا          اذإ يأ       يأ
   ه      ،  ذ ف   آ          ا م      ل       
                 ا QOS          ا ةد   Quality Of 
Service     .   
9.3          ا       Policy exchange   :   
           ارد      ا جذ    ن    نأ    
     و ،     ا           د           ا       ا
                     ا ت       ا          ا         
       ا و         ا و   د    ا و  ت       ا
و        ا ...    ا .   
10.3       ا ل    ا Secure Logging    :   
     أ     د        نأ      و  م         ا    
  م      و    ذ      و  ،   ا    ا           ا  درا   ا
     ا   ا  ت      ء    auditing    و         ا و  م  
را    ا و        ا notarization   .   
11.3     آ   ا Assurance   :   
  آ   او      ا    ى            م    نأ     
 ا  ى                   Hosting   و            
   ر   ا  نار   او  ت  و    ا            ا  ت     
                ا ،         VPN   ..    ا .   
12.3    ةراد ا        Manageability   :   
          ،ةراد     ا م    ا ن    نأ    
ل    ا :   Identity       management ، policy 
management ، key management   ا            
      ى     ا         ت      ا  ةراد   ةراد ا         
 ت  ا    ا ف   آا ،ت  و    ا ف   آا و       ا .   
13.3    ير   ا را   ا Firewall   :   
    أ  جذ     يأ  ء           ا  ر   ا    أ     
ه    ير   را   د  و .   
4 4  .         أ جذ    ء    ئد    Grid    :   
    أ        و     ،  نإ                    
 ج            إ      أ  ت                 ا   ا
        .     أ م    جذ          ا ئد    ا           
       ص   Grid          ا        ا          :    جذ   
      ت           م      أ Grid   ,      ا ت     ا
  رو   ا       ا م       ا .   
1.4            ا ء      ا  ت Grid      Secure 
Invocation of Grid Services   :   
           ا      ه  آ    نأ     Grid       أ
   و                       ت     ا  ء     ا      
    ةد     ا  هد      وو ،ةد     ا      ا       ا
       ا      .     اد                          
        ا ت       ا و       ا و          ا و    ذ  آ
    أ  ء        يد   و ت               .          
      Grid   أ           ةرد   ن    نأ و  ةد      
       ا QOP           Quality of Protection   .   
2.4           ت     Grid             ا Grid 
Security Services :   
  ه         ا       ا  ت     ا           ا      
  ت      جذ    OGSA ،   و       ا  ت     ا    ه
         ا                       ا Hosting   و     ا
 ت     ا      و          ا                    
   آ             ا          .   
5  .  ا جذ      ح     ا    ا                   :Grid          
     ا ت         أ web Services WS    
  ا         ة   آ ةر              إ              
  ل    ا و                 ت       ا و   ا    . و      
 ت آ   ا      ى       ه     ا ت           ا
و  ل    ا                     ،ءا                   ا
 ،   ا    ا  ت      ا          ا  ط   ر ا       
و       ة        أ ل      و ت     م       ا     
           ا       ا       جذ          ل    ا     
secure  messaging  model                  ي  ا1st International Engineering Sciences Conference IESC’08 
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    و  ت                     ا    ر   Web 
Services Security roadmap [WSR]   و  ي  ا
  ح     ا                    آ       public  key 
infrastructure  (PKI)   و   ت     Kerberos    .
           ا     ا    أ جذ         ه      ي  ا  














     ا 2   –          م      أ جذ    GRID  
  
        ا       و  ما          و  ت       ج    ا
           ا       ا    و ت  آ     ا         ا
و                ه bindings   [GRIDSPEC] ،  
و        ا  ةد                  ت  آ     ا    ه
و       ا          ا تاءا   ا و          ا و       ا
     ا    .   
                           كر      آ  ف   
        د     ل    ا                      ا      ا
     ف         .      أ          آ  نأ   آ     د   
      ا ت           و        ا و          ا و       ا
و     ا .   أ         نإ              ا        service 
requestor           دو      service provider    
،                              آ    ا    ن      و     
        ا   ا ء            ة    ء      ن        ذ
    .   
1.5     ط   ر ا   أ Binding Security :   
 ط   ر ا        نإ set of bindings           
SOAP  (SOAP/HTTP   ، SOAP  over  a  
message queue or SOAP over any other 
protocol) and IIOP bindings    .     ا      
      ل آ     ا       ي  ا    ا     م          ه
أ        ل آ  و    ما    ا             ،م   و      
      ا ت             ا             ا        ة    
،           ا و    ا      ا  ا       ا  ت          د ا
      ا   ه          و          ا و      ا .              
 ل آ            ا Http     ت  آ     ا   أ       ي  ا
   آ           أ       نأ    و         ا      ا
 ل آ  و   ما    ا ة                   SSL        
 م           “https”     ا          ل   .   
2.5        ا        و  ه            Policy :   
 ط   را     آ            ا           ا       إ
       ا                آ  يأ  ،     ا            ا
                ا       ا           نإ    ،     ا
            ز  ا ت    ا و  ه       .               
  ت     ا service  requestors               Grid  
        د        ت      ا       ة       ف    ا
و         ا    و  تارا   ا  ذ   ا Runtime ،       
   و ت     ف               نأ      ت      ا
     WDSL    ل    ا          .          نا    
       ا             إ         ا    ذ    و   ه     
 ا       ذ      نأ نود         ا ت    .   
3.5   ا     ا ط   ر  Secure Association   :   
                   ا  لد          نأ          
    ا ط   ر ا                ،       ا فا   ا
        ا      ة ه      أ ت  آ        ث    
(IPSEC ، SSL ، IIOP)    ت    ا                  
     Kerberos   و ا         ا      ا ت     ر  .   
4.5            ا         ا        Authorization :   
  نأ                      ا  جذ    ا       
      ا         ا      و ،     ا              او
  ،   أ  جذ     يأ      س   ا      ا و  ق        
      ا         ا               ا        و       
        ا م            ل            ا ز          ا
 ،     ا           ا و          ا         ا  ه   
 ت     ا دو             ا       ز   إ و         .   
5.5           ا       Privacy Enforcement   :   
  هأ    أ        ت               م         
   أ جذ    يأ              ا  ا       ا ،        
    آ             م            Grid             ء   
         ا        ا     ة      ا .   
6.5                 ا Trust     :    
    ا   ا        آ         VO          نأ
  ،          ا      ا        ا         و            ا
       ا           ا  ت     authentication 
service            ا         ، user  registry  ،
        ا ك    authorization engine         و
  ت     ا و ى  أ      أ  ت     .                  
           ا  ا ق    ا ء   أ            ا ت     ا
    ا     رو        ا   هو،               ء   
أ ،     زو          ير   را   د  و ت    و    1st International Engineering Sciences Conference IESC’08 
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   ا         م    د  و                        ،  
و  يأ    ا   يرو     أ          د  و ن   اذ  ه
     أ  جذ    و  ء    ا            ت      ء        ذ
 ل    ا                ا domain   .  
7.5       ا ل    ا       Secure Logging   :   
         ا               ا  ر   ا    أ     
      ى     High level    و         ذ  ت      
    ا   ا auditing .   
8.5    ةرادإ    ا   Management of Security   :   
    ا ةرادإ        ا جذ          نأ    
          ا       ا  آ ةرادإ          .   
     ا :   
          ت    ا     Grid      او ل       
    ا    ا ت      ا         ا         و VO   
،                ا    ؤر      ا  ا ه                
 حا   ا                 ،م   ا     ا               
          أ جذ                  Grid   .    
  ا   ا   ا   ا   
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